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(54) DECODER 
(57)Abstract 

PURPOSE: To prevent a cryptographic algorithm from 



being decoded by not handling it as key information so 
long as the key information from a storage device is not 
correct in a decoder using the key information from the 
storage device so as to decode the cryptographic 
information signal. 

CONSTITUTION: A check bit is written in a ROM 1 in 
addition to the key information and the information is 
read sequentially and repetitively as a parallel data by 
using sequential address signals AD&phiv; - AD3 from a 
control signal generator 3. Then M-series is decoded by 
an EX-OR circuit 4 and the result is fed to a D-FF7 and 
a latch circuit 10 via an EX-OR circuit 6. A data from 




the EX-OR circuit 6 is latched in the D-FF7 at the 1st - 
4th periods when the data is read repetitively from the 
ROM 1. An adequacy discriminating circuit 9 
discriminates all the data latched in the D-FF 7 to be a 
prescribed value at the end of the 1st - 4th periods, 
then the latch circuit 10 is operated. Then key 

information KI latched by the latch circuit 10 is fed to a descrambler main body, where decoding 
is processed. 
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In the above configuration, when the key information 
as the data from the ROM (1) is legitimate, the data 
latched by the D-FF (7) is set to a predetermined value. 
The latch circuit (10) is set in an operating state by the 
5 legitimacy determining circuit (9) . The key information KI 
is latched by the latch circuit (10) . The key information 
KI is supplied to the descrambler body to be decrypted. On 
the other hand, when the key information as the data from 
the ROM (1) is not legitimate, the data latched by the D-FF 

10 (7) is not set to the predetermined value. The latch 
circuit (10) is not set in an operating state by the 
legitimacy determining circuit (9) . . The key information is 
not latched by the latch circuit (10) . Thus, the key 
information in this case is not supplied to the descrambler 

15 body, nor treated as key information. 

Therefore, according to this example, for example, 
when the key information is tampered with to be 
illegitimate, the key information is not supplied to the 
descrambler body, nor treated as key information. This 

20 results in a difficulty of deciphering an encryption 

algorithm by tampering with the key information or the like. 
According to this example, the data are determined to be 
legitimate when the data latched by the D-FF (7) are all 
set to predetermined values at the end of the first to 

25 fourth cycles, providing an advantage of highly accurate 
determination. 
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